
North Carolina State University Industry 

Expansion Solutions Presents: Building a 

Cyber Game Plan in the Era of Ransomware
4/30/25



Speaker Introduction

“The wonderful thing 
about the Internet is that 
you’re connected to 
everyone else. The terrible 
thing about the Internet is 
that you’re connected to 
everyone else.” — Vinton 
Cerf, inventor of TCP/IP, 
“father of the internet”

Cyber Specialist & 
Educator

Certifications: CISSP, CMMC 
Registered Practitioner, CompTIA 
Security+, CompTIA A+,  CompTIA 

Network+, CompTIA Cloud Essentials, 
Microsoft Certified Professional, AWS 

Solutions Architect, AWS Cloud 
Practitioner, Master of Education from 

North Carolina State University (M.Ed.)

Experience: Small business IT and cyber 
support, government contracting with US 

Federal agencies, community college 
adjunct instructor, NC State University 

IES cyber specialist and educator

Professional Membership: North Carolina Partnership for 
Cybersecurity Excellence Advisory Board Member, NIST MEP 

Cyber Steering Committee, DELTA IDIG, NIST Industry 
4.0/Cyber Community of Practitioners



How It Started vs. How Its Going



Goal of This Training Session?

This training will identify keys to a 
successful ransomware defense strategy

• Detail cyber threats to small businesses

• Discuss methods of securing a small business

• Explore the value of cyber security planning & training

• Provide a cyber game plan to reduce incident impact

The training will accomplish the following:



Essentials of a Ransomware Game Plan

UNDERSTAND 
THREATS

PLAN & PREPARE 
FOR ATTACKS

IDENTIFY & 
DETECT  

INCIDENTS

RESPOND TO 
CYBER 

INCIDENTS

REMEDIATE & 
RECOVER



Rapid Threat Overview



Threat Surface

• Each device, user, and 
installed software present 
an opportunity for attack

• Minimizing the number of 
devices, users who can 
access data, applications 
installed reduces our threat 
surface (and risk)

• Each businesses must 
determine the optimal 
balance for access and 
security



The Internet of Things (IoT)



What is Phishing?

• Phishing- when attackers 
send scam emails (or text 
messages) that contain 
links to malicious websites

• Can be targeted and 
tailored, or sent 
indiscriminately to millions

• Feature urgency and a 
call to action: users must 
interact for phishing to be 
successful

• End goal is credentials or 
unauthorized access



What is Ransomware?

• Ransomware features 
three distinct elements:

▪ Access- Attackers gain 
access to your network

▪ Activation- Malware is 
activated, locking devices 
and encrypting data

▪ Ransom Demand- 
Notification from the cyber 
criminal, explaining the 
ransom and how to make 
the payment



Phishing, Ransomware, Configuration

• Data presents a clear picture: 

phishing is the most common 

threat to small and mid size 

businesses

• Phishing is the pathway in, 

ransomware and extracting 

payment is the goal

• Most of the successful attacks 

could be mitigated with basic 

training and optimal 

configuration (MFA, Password 

Complexity, Patching)

THE HOW: 
PHISHING

THE WHAT: 
RANSOMWARE

THE WEAKNESS: 
CONFIGURATION & 

AWARENESS



2024 National/International Trends

• Hacking is a greater 
concern today than at 
any time in the past

• Rapid migration to 
cloud services and 
applications has 
created a new wave of 
attacks

• The cost of these 
breaches has reached 
an all time high

Data breaches hit an all-time 
high in 2024 (Source: MIT)

According to 2024 IBM 
survey, more than 80% of 
data breaches involved data 
stored in the cloud

The global average cost of a 
data breach increased 10% 
over the previous year 
(Source: Verizon Report)



Small Business Risk Nearly 80% of breaches 
involve stolen credentials 
and/or phishing

Over 76% of security incidents 
target SMBs, with 31% being 
very small businesses

The most common action in 
very small business breaches 
is ransomware

Most attacks are completed in 
under 5 actions



Top 10 Sectors Affected by Ransomware Jan-March 2025



Ransomware Reaches New Heights

• Ransomware attacks have increased 

nearly 50 percent since 2023 and 

contributed to more than half of all 

data breaches reported in 2024

• Ransomware attacks often start 

when someone clicks on a link in a 

phishing email, but they can also 

happen if a hacker finds a security 

gap in an organization’s data security 

or installs malware on a network

▪ Source: 2024 North Carolina DOJ Cyber 

Report



Data Breaches in North Carolina

• More than 2,258 
businesses, hospitals, 
government agencies, 
and other organizations 
reported data breaches to 
the North Carolina 
Department of Justice

• 2024 set a record for the 
state

Companies are only required to report a breach in NC if the breach compromises 
the personal data of NC residents. This means we are likely unaware of total 

number of breaches in our state due to lack of reporting requirements

SOURCE: NC DOJ 2024 Cyber Report



North Carolinians Impacted by Breaches

Companies are only required to report a breach in NC if the breach compromises 
the personal data of NC residents. This means we are likely unaware of complete 

impact due to lack of reporting requirements

SOURCE: NC DOJ 2024 Cyber Report



Ransomware Trends 2024

• Aggressive social engineering tactics including calling the victim have 

spread across the ransomware ecosystem

• Social engineering that flood victim’s email with spam, then contact them 

posing as “IT Support” and direct victim to install remote access software

• Ransomware-as-a-service (RaaS) allows less skilled hackers to purchase 

or lease tools to execute cyber attacks

• Rise of "living off the land" exploits — finding ways to leverage legitimate 

software implemented by businesses for malicious intent

• Double extortion strategy- Exfiltrating critical data from a network before 

executing its encryption process. This double extortion tactic allows the 

attacker to leak stolen data even if victims recover their systems without 

paying, maximizing the pressure to comply



Five Trends to Watch for 2025/26

1. Intentional Disruption- 86% of attacks involved 
intentional business disruption (downtime & reputational 
damage forced companies to pay faster)

2. Supply Chain & Cloud Attacks- Interconnected 
networks mean less work for attackers, more targets 
available

3. Speed- Hacker toolkits & automation allowed for most 
data exfiltration to occur within 1 hour of initial attack

4. AI- Artificial intelligence has increased speed and skill of 
attackers, more targeted scams sent to more targets

5. Multifront Attack- Hackers are attacking in multiple 
ways simultaneously to overwhelm defenses and staff 
(email, smishing, phone/vishing, cloud, etc.)



An Evolving Threat: AI Attacks

• Cybercriminals are weaponizing artificial intelligence (AI) 
across every attack phase

• Large language models (LLMs) craft hyper-personalized 
phishing emails by scraping targets' social media profiles 
and professional networks

• Generative adversarial networks (GAN) produce 
deepfake audio and video to bypass multi-factor 
authentication

• AI agents have can now create a customized phishing 
attack on chosen targets. These attacks are creating a 
cheap, scalable, efficient method of attack. We are in the 
infancy of these attacks, the wave of attacks has just 
begun



AI Powered Attack in Action

https://youtu.be/RGAyJ54Aa6g


Planning & Preparing for Attacks



Our Best Tool is Planning Ahead

• Why do NFL teams practice the two-minute drill?

• Why do NBA players practice half court shots?

“An ounce 
of 

prevention 
is worth a 
pound of 

cure.” 
 Benjamin Franklin



Benefits of Investing in Cyber Planning

• Reduce chances of an 

expensive breach

• Improve customer 

confidence & differentiate 

from less secure competitors

• Lessen severity and duration 

of breaches

• Small upfront investment vs 

larger expense if breached



How to Plan Ahead

Focus on the most 
prevalent threats

Phishing and Ransomware are the top 
threat 

Protecting credentials is a top priority

Unpatched systems are another top 
threat, remediation is FREE

Multi-layered 
cybersecurity 
measures

If one layer fails, additional 
layers can stop or reduce 
impact

Understand the 
environment

Do you have an inventory of devices in 
the network?

How are users managed?

Who owns data, devices, software?

Creating a detailed security plan manages 
this information



Vulnerability Management & Attack Surface Reduction

The attack surface is all the possible points of entry for an unauthorized 
user to access a system or network, and extract or manipulate data

It can be physical or digital and includes all the vulnerabilities that a 
hacker could use to gain access

This includes lateral movement within the network, not just external to 
internal

Vulnerability management and remediation- find the holes and close 
them!



The People-Centric Approach to Security

Most breaches are a result of human error, leading to the 
assumption people can only be a weak link

The assumption is wrong! People can be trained and 
supported in becoming cybersecurity strengths of an 
organization

When we refuse to educate and encourage our employees to 
be a part of the fight against hackers, we signal that it is not 
their role or responsibility to protect the organization



Identity & Account Protection

• Phishing resistant MFA

• MFA on all public services (at minimum email/M365, 
VPN, remote access software)

Multifactor 
authentication on 
all public services

• Train users on how to create strong passwords and 
use good password hygiene

• Long passphrases, 16+ characters

• Different, unique passwords for every account

Strong password 
practices

• Password expiration policies in place, no reused 
passwords, admin accounts never use default 
passwords

Password 
management



Identifying and Detecting Incidents



Picture this Scenario

• A person comes to the 
front door of your 
office/building

• They have tools and say 
they are here to work on 
the electrical inside the 
building

• How does this 
scene play out?



Picture this Scenario PT 2

• An email is sent to an administrative 

assist with a request for a file

• They have an email signature and logos 

that are identical to the company who 

manages IT for the business

• They email uses urgency and included an 

attachment “PDF” explaining why they 

need the file

• How does this scene play 

out?



Recognizing Phishing Attempts

• With new attack variants coming online daily, it has 
become a necessity to keep up to date with news and 
alerts

• Ransomware gangs use tools which create similar 
looking attacks

• Attacks have become more customizable and often 
include regional names/branding to avoid detection

• Ransomware is hard to spot, but being aware of the 
latest attack style makes it much easier to remain safe



Smishing Explained

• Smishing refers to text messages 

sent by attackers to gain personal 

and sensitive information

• Phone numbers around the globe 

follow specific patterns and attackers 

can try different combinations or 

send out blasts to a specific range 

(they can target North Carolina, and 

customize the scam to include local 

toll collection branding and 

language)



Ransomware Examples: Toll Scam Smishing



Ransomware Examples: FedEx Smishing



How to Spot Smishing

• Look carefully at the who 
sent it

• Don’t click or engage with 
suspected smishing 
attacks, any response 
tells the attacker you may 
be worth trying again later. 
Delete and report as 
junk/spam

• If suspicious, visit the real 
website of IRS, FedEx, 
EZPass, etc.



Responding to & Recovering from Cyber Incidents



What Happens When Worst Case Scenario Occurs? 

• What is Incident Response?

• Why is it needed?

• Incident Response Lifecycle



Disaster Recovery Planning

• A plan for data backup* & 
recovery

• Prioritizes critical systems

• Develops timeline for 
recovery

• Identifies key roles & 
responsibilities during 
cyber event

• Should be tested and 
audited regularly

*Backups must be tested to be relied on*



What to Include in Disaster Recovery Plan?



Ransomware Incident Response Life Cycle

Prepare/Protect

Detect and Identify

Contain and Eradicate

Recovery

Lessons Learned



Ransomware Incident Response: Protect

• Protect: How do we protect our network and data?

▪ Scans and endpoint protection- Active malware scanning 
and security patching/updating

▪ Multi-factor authentication (MFA)- Protect accounts and 
receive notification of login attempts

▪ Suspicion- exercise extreme caution with email attachments 
and links, especially from unknown sources

▪ Uninstall- Decrease attack surface on all workstations and 
servers by uninstalling applications and services that are not 
needed for business reasons

▪ Admin accounts- Limit access to admin accounts, change 
default usernames and passwords, no web browsing



Ransomware Incident Response: Detect & Identify

• Detect: How do we know when an attack is happening?

▪ Monitor- Monitor key risk indicators and indicators of 

compromise vigilantly. It is essential to know what normal looks 

like on your network, document baseline and compare

▪ Communicate- Alert IT and relevant stakeholders of the 

possibility of a breach (out of band communication like a phone 

call helps to avoid detection by hacker)

▪ Rely on Tools- Examine existing organizational detection or 

prevention systems (e.g., antivirus, EDR, IDS, Intrusion 

Prevention System) and logs

▪ Identify Extent of Breach- Consider all accounts and devices 

part of the breach until proven otherwise, review logs, sent 

emails, access to data for evidence



Ransomware Incident Response: Contain & Eradicate

• Contain: How do we stop attacks from spreading?

▪ Disconnect- Determine which systems are impacted and 

immediately disconnect devices from the network

▪ Segmentation- Creating separate networks (like guest Wi-Fi, 

finance team, etc.) reduces the chance of spreading malware

▪ Anticipate Further Spread- Monitor changes in your network, 

lateral movement by the attacker is part of a ransomware attack

▪ Eradicate- Eradicate compromised devices or network 

segments. This may include destroying hard drives or replacing 

network equipment 

▪ Change Passwords- Change all account passwords that may 

have been compromised



Ransomware Incident Response: Recovery

• Recovery: How do we get back to normal?

▪ Document- Getting back to normal is easier when we know 
what normal looked like, rely on previous documentation

▪ Strong Backup Solutions- Whether you utilize cloud storage 
or a localized backup solution you should be able to quickly 
get back the data if the backup is reliable

▪ Consult Law Enforcement- CISA, NCDOJ, FBI and others 
can help. Contact them to report the incident and seek 
assistance with recovery efforts



Ransomware Incident Response: Lessons Learned

• Lessons Learned: How do we avoid a repeat?

▪ Document- Record the timeline, what was done as the attack 
happened, who was involved, successes and failures of the 
disaster recovery plan, etc.

▪ Continue the Conversation- Remind employees about the 
attack, what was done to protect from future attacks, how they 
play a role in defending the organization, and provide 
information about the recovery process



The Value of Training and Planning



Value of Cyber Training 

• Spend small now, or spend big to 

ransomware gang later

• Multiple sessions or single day, 

online or in-person, flexible based on 

need & industry

• Training is a fixed (you choose how 

much) and flexible cost (no standard 

cost, and can be free!), breaches are 

unpredictable and cause damages to 

production, employees, customers, 

partners and more



Cyber Training

• Humans are involved in the 

majority of cyber breaches

• Focus on our people MORE 

than systems

• Commit to cyber awareness 

training at time of hire, annually, 

as well as creating 

opportunities for discussion at 

regular intervals like monthly 

meetings



Practice Makes Perfect

• Who should employees 
contact if they detect a 
cyber incident occurred?

• What should they do with 
their device(s)?

• Have you identified roles 
& responsibilities in the 
event of a cyber incident?

Practicing reduces risk & impact of cyber breaches



Keep It Simple: Practical Approach



Backups Really Work

• Ransomware relies on encrypting 

your data to prevent access

• Companies with good backups are 

more resilient to attacks 

• In 2022 nearly 90% companies who 

fell victim to ransomware were forced 

to pay to regain access

• In 2024 nearly half of all companies 

hit with ransomware were able to 

restore data using backups



Ransomware Readiness Assessments

• To understand your 
cybersecurity posture and 
assess how well your 
organization is equipped 
to defend and recover 
from a ransomware 
incident, take a 
Ransomware Readiness 
Assessment (RRA)

• Free tool or offline 
questionnaire 



Focus On Configuration: Good Policy



Prioritize High Risk Assets

• Focus on systems and data that the organization can’t 
function without (hackers will do this as well)

• Establish baseline of normal for the device/application

• Create a detailed plan for how to protect those systems

• Know what to do if the system or data is compromised

• Test the security of the system regularly

• Conduct simulations to stress test the plan and process 
of restoring the system



Educate, Don’t Embarrass

Blaming employees for falling for 
scams is not helpful

Employees learn its better not to 
report a cyber incident to avoid 
being blamed and shamed

Cyber incidents (whether 
successful or not) should be 
treated as learning opportunities



People, Process, Technology

• Train employees to be suspicious

• Discuss the threat

• Provide examples

• Share news of cyber incidents to 
raise awareness

• Let them know its important to 
you and they’ll understand it is a 
priority (if you’ve never 
mentioned ransomware, should 
they be expected to care?)

People

Process

Technology



Basic Cyber Hygiene: 6 Top Tips

People, process, technology

Clear policies

Multifactor authentication

Security enclaves

Patch software

Backup & test



Building a Cyber Program from Scratch

Understand goals and risks of the organization

Identify key systems and data

Create and implement controls to protect assets

Develop risk mitigation practices 

Create incident response plan

Test controls and practices via simulation and training



Building a Cyber Program from Scratch (continued)

Continuous monitoring to detect attacks

Regular employee training and discussion of cyber risk 
and response

Fine grain control of third-party vendors and software

Senior leadership communicating regularly with IT/cyber 
staff



Free Resources



Free Resources for Cyber

• Defense Acquisition University (DAU): Online courses, PPT, posters, 

etc.

• Project Spectrum: Assessment tools, training, consultation, all free

• Global Cyber Alliance: Free courses and guides

• NIST: CMMC guides, tools, training

• IES: Templates, micro learning, webinars, free consultation

• SANS Institute: Resources including a Security Awareness Planning 

Kit 

• CISA: Full ransomware toolkit and training available for free

https://www.dau.edu/cybersecurity/cyber-solutions
https://www.projectspectrum.io/#/
https://gcatoolkit.org/smallbusiness/
https://www.nist.gov/itl/smallbusinesscyber/training
https://ies.ncsu.edu/cybersecurity/
https://www.sans.org/tools/security-awareness-planning-toolkit/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-242a


Q & A
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